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Believe it or not, in a few years, someone else really might read your thoughts—with or
without your permission. Science, not science fiction, is inching toward that kind of
technology.
Currently, there are over a dozen devices in use by government agencies and the private sector
intended for testing an individual’s truthfulness. These devices range from the well-known
polygraph to the latest and most disturbing device, functional magnetic resonance imaging
(fMRI). That gizmo compares the brain image of an individual in response to a given question,
to millions of stored brain images.
At the National Research Council’s request, I presented a report for a workshop sponsored by
the Defense Intelligence Agency (DIA) and
the Office of the Director of National Intelligence on these new devices’ ethical challenges.
Despite the lure of new technologies, these unproven and invasive devices may pose serious
threats to our liberties.
Sure, this technology could yield great benefits. But it also generates risks, along with legal
and ethical concerns. The medical profession struggles to strike a balance between risks and
benefits when prescribing a particular therapy, drug, or device. Similarly, our society must
determine the potential risks this newfangled technology poses and weigh in on how to use it.
Exposing the human brain to these new devices creates both physical risks and political ones.
Mind-reading by authorities or the private sector could easily mean a potential loss of freedom.
There are then many questions to be resolved before the government or the marketplace adopts
this technology. What kind of an informed consent should be granted? What kind of
information would be divulged?
Whenever new technology emerges, entrepreneurs stand ready to make money. Among the
entrepreneurs offering these technologies, some are peddling snake oil. Many of the new
mindreading devices lack any validation of safety or usefulness for the intended purpose.

Even the old technology is questionable. The polygraph, referred to as the lie-detector test, is
commonly used by government and industry to test for truthfulness for a wide variety of
purposes. Yet the National Research Council’s report in 2003 questions the scientific basis of
the polygraph, its accuracy, and the validity of its measurement.
Many credible scientific publications have questioned the basis that these new technologies
can discern if a subject is lying. Scientists state unequivocally that social behavior is highly
influenced by cultural context. The results of these new tests are being used to determine the
motivation, veracity or danger of an individual with actions being taken based on the
perceived threat posed by that individual. As these new neuroscience technologies are
considered for use for intelligence, counterintelligence, and forensic science, moral and legal
issues will be exacerbated. Do we really want our tax dollars paying for the arrest of villagers
in foreign countries, based on their response to a 10- second test with a device that’s known to
have high false-positive responses?
The public must be skeptical. The risk of violating the rights of subjects on whom the
technology is used may prove unacceptable.
It’s heartening to see that our intelligence and defense agencies are willing to hear of the
potential ethical challenges of this new technology. It’s also essential that they consider the
potential risks these new devices pose before they deploy them to support U.S. policies at
home and abroad.
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